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Auditing and
observability with
Saphan Studio

Who approved what, on what evidence, and how to check it yourself. Real
screens from a working installation of AI agents under human approval.
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The question an auditor asks

When AI agents write code and touch infrastructure, a supervisor, an auditor or a board will ask
one question about any change: who approved this, and on what evidence?

Saphan Studio answers it from the record, not from memory and not from screenshots collected after the
fact. For every change, the record holds:

e the order: what was asked, by whom, within which boundaries;

¢ the work: which agent did it, in which run, and what it reported;

o the checks: the verification, the review notes and the review verdict;

¢ the decision: the person who approved it, and when;

¢ everything that was refused along the way, with the rule that refused it.

Every document in that chain is signed, and its signature is checked when anyone opens it. This paper walks

through the screens an auditor and an operations team use, with real screenshots from Saphan's own
installation, taken on 31 October 2026. Machine names are blurred; nothing else is.

You want to... Use
watch what agents are doing, live  Event Log (section 1)

read one agent's session, and Sessions (section 2)
every tool it was refused

see every signed record, in order,  Audit (section 3)
and check one

follow one change from the order = Documents (section 4)
to the verdict

hand the evidence to someone Export (section 5)
outside
feed your own monitoring Metrics export (section 6)
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1. Event Log: what is happening, live

The Event Log is the operations view: every committed event from every repository the agents
work on, newest first, as it happens.
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bridge, saphan-studio-engine, saphan-docs, saphan-studio-purchase,
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Event Log across all repositories, live. Filters by family

(Egress, Guardrail, Run, Review, Blocked, Error), by outcome
and by date. Counters show events in view, gate decisions by

people, blocked actions and the agents observed.
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What you can do here

¢ Filter by family. Egress shows network
attempts, Guardrail the content-safety checks,
Blocked every action that was refused.

e Search by event, run, owner, machine or
commit.

¢ Pause the live view to read without the list
moving.

e Export what is in view.

The counters only count what they measured. When
a number is not known, the console shows nothing,
never a zero it did not measure.

The timeline's head (top right of the timeline)
identifies the newest committed event, so two
people looking at the log can tell whether they are
looking at the same state.



Timeline head eyJx.if0 Event detail fleet_event:4909534328

newest first - committed audit events selected from timeline
Live view - receiving committed events - last event 12:05:54 UTC Pause ® Order document mgigtered
(Troncated) order [ order
® Order document registered gw-w25-gateway-reads-once  12:05:54 UTC gw-w25-gateway-reads-once
train | success Show document
train the-gateway-is-the-only-door-to-the-store
agent master | order Occurred 2026-10-31 12:05:54Z
Owner master
® Run workdir recorded 12:85:54 UTC
Seat [ role 10t recorded
gw-w23-order-sign-through-the-door-revie.. run el i )
engine ingest - Machine not recorded
Run the-gateway-is—the-only-door-to-the-store
® Run started fleet-headroom-probe run 12:05:26 UTC )
Decision sUCCess
agent Marcin Marzec
® Runstarted 12:03:29 UTC FRIDENGE

order / order
gw-w23-order-sign-through-the-deor-revie..

agent Marcin Marzec
source fleet_event stream gw-w25-gateway-reads-once

i i i 2:02:11 UTC . N
%' Review manifest registered TZgceLd train the-gateway-is-the-only-door-to-the-store  actor master

gw-w24-client-files-in-the-envelope-revi. run
engine ingest - Open document Stream documents Train

@® Return landed 12:02:11 UTC » Raw payload

gw-w24-client-files-in-the-envelope-revi. train

o Y ] o : One event opened: when it occurred, who owns it, the run and
The timeline: an order registered by the coordinating agent, the decision, the evidence it points to, and links to the
document, the other documents of the same stream, and the

train.

runs started by a person, a review manifest registered by the
engine. Each row names the run or train, who acted, and
where.
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2. Sessions: watching an agent work

Every agent session, running or finished, can be opened and read like a flight recorder: which work
it was doing, in which role, on which seat and machine, with which vendor and model, and every

tool call it made, with the output.

Sessions

6 running now @

In transcripts
running s Any " Any v Any

Any ~ Any ~

1-6 of 6

relay-reads-come-from-the-gateway-review

review codex—fleet-7-1 + codex/gpt-6-s0l

gw-w23-order-sign-through-the-door-review-r4

review code=fleet=5=2 + claude-code/claude-o 18/31/26,

a-hard-link-is-never-written-through

executor

gw-w14-law-list-once-review-r12

18/31/26, 7

code-fleet-3-1 - claude-code/claude-sonnet-. 18/31/26, 6

(@  Oldest first E

11 PM

40 PM

2:32 PM

2:14 PM

review - loop-nvidia-4 - + agent-loop/nvidia/nem 18/31/26, 2:33 PM
the-server-forge-handle-speaks-github

executor - code-fleet-3-3 - claude-code/claude-sonnet-.. 18/31/26,
gw-w25-gateway-reads-once

executor code-fleet-5-1 - + claude-code/claude. 18/31/26,

Six sessions running at once, from three vendors: Codex,
Claude Code and an NVIDIA Nemotron agent loop. Each

row

names the work, the role (executor or reviewer), the seat, the

machine and the model. Filters by state, role, seat, mach
vendor, model, train and date, and a search inside the
transcripts.
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What a session shows

The work it belongs to: the train, the wagon and
the round, so a session is never an anonymous
chat.

Who did it: the role, the seat (a named agent
identity with its own profile) and the machine.

Which model: the vendor and the exact model,
because "the AI did it" is not an answer an
auditor accepts.

Every tool call, in order, with its output, and the
agent's own notes on what it is doing and why.

Usage: tokens in, out and from cache, live.

Export of the whole transcript.



A refusal, as the agent saw it

+ All sessions

gw-w23-order-sign-through-the-door-review-r4
run-20261631-120314-%=ab2a% - review - code-fleet-5-2 - - claude-

code/c laude-opus-5-5 - ssh

18/31/26, 7:83 PM running -+ review/gw-wi3-order-sign=-through-the-door-reviaw-ri
© W23

Export -
Live C} tokens in 6@ - out 364 - cache 2,755,789

Finel in this transcript Show blocked tools only

Bash sed -n 88,110p internal/gateway/execdoor.go && sed -n .. output «

Copy

PreToolUse:Bash hook error: the program "sed" is MNOT in the commands_allow
list of role review under permission class saphan.role,review, loop.vl, whi
ch is [saphan doc check go git ls cat grep find wc head tail diff pwd cut
sort] — deny by default. MEXT — use one of those programs, or one of this
run's typed tools [tool-command-not-in-class]

allowed form: none - "sed" is denied under permission class saphan.role.re
view.loop.vl; do not rebuild the act from other commands, hand it to the r
ole that holds it

"Show blocked tools only": one click, and the session shows only the calls that were refused. Here a reviewer agent (Claude
Code on Claude Opus) reached for sed . Its role may run only a short list of programs, and everything else is denied by default.

The reviewer was doing nothing wrong. It wanted to read a few lines of a file, and reached for a tool that was
not on its role's list. The refusal is a good example of what zero trust for agents looks like in practice:

¢ Deny by default. A reviewer may run a fixed list of programs for reading code. Anything not on the list is
refused, however harmless it looks.

¢ The rule is named. The refusal says which role, which rule, and what the role is allowed instead, so
neither the agent nor the person reading it later has to guess.

¢ No workaround. The agent is told not to rebuild the same act from other commands, but to hand it to
the role that holds it.

e Itison the record. The refusal stays in the session and in the Event Log, with the run it belongs to.

Not even the tools are trusted by default, including the trusted vendor tools.
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3. Audit: every signed record, in order

The Audit screen is the ledger itself: every signed record, in the order it was written. It is read-only.
Nothing on this screen can change a record.

Audit

Every signed record in the ledger, in order. @
Search record, actor, train or All kinds ~ Actor
From YYYY-MM-DD To YYYY-MM-DD Search

24 195 records - a record's signature is checked when you open it

50 of 24195 records

DOCUMENT TRAIR WAGON

Executor ord... The engine spends ... w42

Executor sta... Merge completes o... W1

Executor ord... Saphan message is.. W84
Executor sta... Mock studio W15
Executor ord... Standard tools run.. Wwob
Master verifi... Mock studio W26
Train order Every document an... —

Review order  The gateway is the ... w24
Review order The gateway isthe .. W14

Executor ord... Merge completes o... w4

Executor sta... Saphan ask W4

Tenin mecdas Emmb e s

Tarminal  Troin  Cilas

24,195 signed records on 31 October 2026. Executor orders
and statuses, master verifications, review orders, train orders,

Export...

310ct 14:47

31 Oct 14:41

31 0ct14:38

310ct 14:39

31 0ct 14:37

310ct 14:38

371 0ct 14:34

31 0ct 14:34

310ct 14:34

31 0ct 14:33

31 Oct 14:28

each with its train, its wagon and its time. "A record's

signature is checked when you open it."
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Reading one record

+ signed
Train order
310ct 14:34
master
train Every document and decision is signed by its...
bject -

machine - verified

ment Open document

» Raw record

A train order, opened: signed, by whom, for which train, with
its signature verified and a link to the full document and the
raw record.

Search by record, actor, train or date range. Filter by
kind of record: orders, statuses, verifications, review
notes, verdicts, decisions.

Every record links to the document it signs, so the
auditor never has to trust a summary: the full text is
one click away.



4. Documents: one change, from the order to the

verdict

Work in Saphan Studio is organised in trains (a planned piece of work) and wagons (its steps). The

Documents screen shows, for each wagon and each round, every document in the order it was

written.

Documents

Train Any ~

Trains - latest work first

The engine spends the quota where it is

64 wagons - 802 documents

Merge completes on the forge

83 wagons - 251 documents

Saphan message is one verb for every role and rides the bridge

96 wagons - 720 documents

Mock studio

17 wagons - 167 documents

Standard tools run as deterministic skills

2 wagons - 21 documents

Every document and decision is signed by its author
46 wagons - 283 documents

The gateway is the only door to the store
106 wagons - 200 documents

Saphan ask

114 wagons - 178 documents

One standard for logs events and operations
Trains, latest work first, with the number of wagons and
documents behind each. The train "Every document and
decision is signed by its author" has 24 wagons and 283
documents.
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Date Any time ~ Actor An

Documents

ch every train Train Any ~ Date Any time - Actor An

Documents [ Every document and decision is signed by its... | Signed by its author wi

Signed by its author w0 round 2

5 documents - in the order they were written

plans saphan-run - 7 Oct - 15:34

Executor order - Every document and decision is signed by its... : Sign

agent-reports saphan-channel-recover - 7 Oct - 15:38

Executor status - Every document and decision is signed by its... : Sigi

master-checks saphan-channel-put - 7 Oct - 15:38

Master verification - Every document and decision is signed by its... : ¢

reviews saphan-return-review-notes - 7 Oct - 15:43

Review notes - Every document and decision is signed by its... : Signe:

reviews saphan-channel-backfill 7 Oct - 16:23 Latest

Review verdict - Every document and decision is signed by its... : Sign

One round of one wagon: five documents, in the order they
were written. The plan (executor order), the agent's report
(executor status), the coordinator's check (master
verification), the review notes, and the review verdict.



Documents [ Every document and decision is signed by its... | WO [ reviews

Mot signed by a person — machine attestation only

Attested by machine [machine certificate)
reviews Signed

Review verdict - Every document and decision is signed by its... : Signt

Written by  Master

Written 7 Oct 2028, 16:23

File _REVIEW_STATUS.md

Checked Signature is valid and the text is unchanged

Document channel-bb@74aadae2600891ca539979ed22099c@d97c71f@dbA261a5dB9646b

Train Every document and decision is signed by its... = Wagon WO -

REVIEW — signed-by-its-author-w0-r2

state recommendation-ready

verdict ' -.'\?-'.-'-|ur--».'|:i1--:r;r|r||'.'ﬁnr..;l
ref _REVIEW_MNOTES.md
The review verdict, opened: who wrote it, when, which file, and the check: "Signature is valid and the text is unchanged." The

screen says plainly what kind of signature it is: "Not signed by a person, machine attestation only." A decision that belongs to a
person carries that person's own signature, and the screen tells the two apart.

This is the chain an auditor walks backward: from a merged change to the verdict, the review, the
verification, the report, and the order that started it. The public documentation walks through it step by step:
Tracing one change backward.
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https://docs.saphan.ai/docs/audit-and-compliance/tracing-one-change-backward

5. Export: evidence for someone outside

AUCI it Export...
Every signed record in the ledger, in order. (0 -
Search record, actor, train or All kinds v Actor
rom YYYY-MM-DD To YYYY-MM-DD Search
Export records Close

@ Current filter 50 O Whole ledger 24195

Include verification manifest
Fi t  JSONL - with signats v 4
orma with signatures v (chain head, key ids)

Export is a read. It does not sign, change or remove any record

Export

Export records: the current filter or the whole ledger, as

JSONL with signatures, with an optional verification manifest.

"Export is a read. It does not sign, change or remove any
record."
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An auditor should not have to log in to your
console, or trust it.

The export gives them the records with their
signatures, and a manifest that lets them check the
chain on their own machine. Exporting is a read: it

cannot sign, change or remove anything.

What a third party can check from your
organisation's public key alone, in the
documentation's own words:

1. the order, in full text, was signed by the person
who issued it;

2. the execution status was signed by the agent
seat that did the work;

3. the review verdict and notes were signed by the
reviewer's seat;

4. the human decision at a gate was signed by the
person's own key;

5. nothing was altered afterwards.

Source: What a third party can check, with the conditions
under which each item holds.


https://docs.saphan.ai/docs/audit-and-compliance/the-signed-record-statement

6. Observability: feeding your own tools

The console is for people. Your monitoring team will want the numbers in the tools they already
run.

Saphan publishes a small, deliberately narrow set of metrics from its record to any OpenTelemetry
(OTLP/HTTP) collector you run: Prometheus behind the OpenTelemetry Collector, Grafana Alloy, Datadog's
OTLP intake, or anything else that speaks the protocol.

Metric What it tells you
saphan.run.cost_usd the quoted and the actual cost of each run
saphan.review.rounds how many review rounds a change needed
saphan.account.usage_pct how much of each agent account's session and weekly allowance is used

Three rules govern the export: it never sends recorded content, it never runs on its own (you run it when
you choose), and it is never on the run path, so an export cannot slow an agent down. Each metric exists
only because a column in the record answers it directly; the exporter reads and never computes. Details:
Metrics export: what you get.

What is coming

Agent events delivered to the SIEM your security team already watches are planned for the Enterprise
edition. It will be described here when it runs, not before.
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https://docs.saphan.ai/docs/integrations/metrics-export

7. Limits, stated as limits

A record that claims more than it can prove is worse than no record. These are the limits today,

from the public documentation.

¢ Machine attestation is not a person's signature. Many documents (reports, verifications, verdicts) are
attested by the machine that wrote them. The screens say so, and a person's decision is sighed

separately.

¢ The offline check is not yet a single shipped command. The folder the verifier reads, and the verifier
itself, are not yet in the release packages. Until they are, the end-to-end check needs a build step.

o "Verified" means verified as of a checkpoint. A revocation recorded after that checkpoint is covered

only by a newer one.

¢ One signer per act. There is no quorum signing.

The full list: What this does not prove and Limits of the signed record.

Read next

Page

Audit and compliance

The questions a framework makes an auditor
ask

Verify a change yourself

Two sentences, two hours, a signed train

What it answers

What the record proves, where the evidence lives, and what it does
not prove.

Where in the record each question is answered.
Checking one change on your own machine, with no Saphan store and
no network.

One feature from an idea to a signed plan, screen by screen.

Saphan Systems, Inc. - saphan.ai - docs.saphan.ai

U.S. and EU patent pending. Member of the NVIDIA Inception program.
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